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https://sparrowwallet.com/download/
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AML(Anti Money Laundering)

/a pd i/

¥ UsSDT

https://dune.xyz/phabc/usdt---banned-addresses

Tether

uUSDT

https://etherscan.io/token/0xdac17f958d2ee523a2206206994597c13d831ec7#readContract

& @ etherscan.io/token/0xd

18. isBlackListed

<input> (address)

0x249e38ead102d0cf8264d370111a0e39c4f2dc3b

Query

bool

[ isBlackListed(address) method Response ]

» bool : true
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(Timelock) R
Compound B ¥ DeFi b 5 Comptroller  Governance ¥~
admin Timelock

Comptroller(0x3d9819210a31b4961b30ef54be2aed79b9c9cd3b)
Governance(0xc0da02939e1441f497fd74f78ce7dech17b66529)
¥ admin

Timelock(0x6d903f6003cca6255d85cca4d3b5e5146dc33925)
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Timelock #~ delay

_+ Compound: Timelock | Addres: X -+

C a

etherscan.io/address/0x6d903f60

Code Read Contract Write Contract

2. delay

172800

uint256

3. MAXIMUM_DELAY

2592000 uint256

4. MINIMUM_DELAY

172800

)

uint256

Compound I~ admin

admin ¥~

/a

48
48
¥ admin
¥
¥
“ ¥
£ Timelock
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o —MERMENEEE, LEWMBIRKBE=ZSRRFENT E], BEITERT—ERERE
HABIRRIImIE . 20 SushiSwap ((X{XEHlF, AFMREXBERENITERLKEX

)

@ github.com

11 "dependencies": {
12 UElskts M
13 "next-transpile-modules": "~9.0.0",
14 "@headlessui/react": "~1.5.0",
15 "@heroicons/react": “~1.0.5",
16 "@tailwindcss/aspect-ratio": "~0.4.0",
17 "@tailwindcss/forms": "70.4.0",
18 "@tailwindcss/line-clamp": "~0.3.1",
19 "@tailwindcss/typography":""0.5.2"
20 };
21 "devDependencies": {
22 "@types/react": "~17.0.37",
23 "@types/react-dom": "~17.0.11",
24 "config": "workspace:x"
25 "typescript": "~4.6.2"
26 H
27}
o —TEBIFTIESINNE=/ixfe JavaScript X, MR IXD JavaScript STEVEES

=, BABEIGNEPTEM AN, 21 OpenSea ({VNZHIF, HARKEBEERIIN
BAEREZX )
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e OpenSea Q Expl

‘h—"u":?l IOCTU 1O LIS VWWUITIM O T11TOoL Jdlid

largest NFT marketplace

= -

O OEsx Dss Dads N RS () effses Qe S B @ 8 uARs < DoMm

kB FE [@ {} singular-sdk.js singular-sdk js singular-gtm-interface.js X
- ~ 1bb W1lnaow.1551Ngular>aKinltlallzing = talse,
b @ cdnjs.cloudflare.com 1
168 35

> t.facebook.net
@ connect.facebook.ne i y
b @& resource://gre 17¢

function loadScript(url, callback) [{

b @ static.ads-twittercom N
172 var head = document.head;

r @& static.cloudflareinsights.com 173 var script = document.createElement('script');
b @& wasm:// 174 script.type = 'text/javascript’;

175 script.src = url;
v @& web-sdk-cdn.singularnet 176 script.onload = callback;

+ [ singular-gtm-interface/latest ’

g g g 178 // Fire the loading
Js singular-gtm-interface.js 179 head. appendChild(script);

« [ singular-sdk/latest 180 3
181 ;
{ } singular-sdk.js 183 Ho

t
JavaScript '

<script src="https://example.com/example-framework.js"

integrity="sha384-Li9vy3DqF8tnTXuiaAJuML3ky+er10rcgNR/VgsVpcw+ThHmYcwiB1pbOxEbzJr7

crossorigin="anonymous"></script>

' HTML5 ¥~ t ¥ integrity SRI

integrity sha256, sha384, sha512 JavaScript integrity ¥~

CORS

https://developer.mozilla.org/zh-CN/docs/Web/Security/Subresource_Integrity

(A i
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JavaScript integrity

¥  OpenSea
HTTPS HTTPS
HTTP i/ HTTP J”JJ HTTPS
HTTPS JavaScript
HTTPS i/ +*
MyEtherWallet ¥
MyEtherWallet i &L &L
2L i HTTPS
R
2018.4.24 MyEtherWallet HTTPS ¥

https://www.reddit.com/r/MyEtherWallet/comments/8eloo9/official_statement_regarding_dns_
¢ poofing_of/
https://www.reddit.com/r/ethereum/comments/8ek86t/warning_myetherwalletcom_highjacke

« _on_google/
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A Not secure  bitps://www.myetherwallet.com

Your connection to this site is not secure

You should not enter any sensitive information on this
site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn more

You have chosen to disable security warnings for this

site. Re-enable warnings
M Flash Ask (default)  ~

[4 Popups Allow (default)

Certificate (Invalid)
Cookies (1 in use)

£ Site settings

BGP MyEtherWallet - DNS
Google Public DNS 3 MyEtherWallet HTTPS
t

/a i/

JavaScript

i i ETH

V3 BGP
v R ¥

Bl DApp HTTPS s

/a

¥ HTTPS
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¥ ¥ HSTS HSTS

HTTP Strict Transport Security ¥ Web
HTTPS
i DeFi t i
DeFi
%)
v

o ARFEX, LEAFE. ZEE,

o B®\RKE, FMBRITIEEN.

o RE, HENHEFTIR,

o TIZERES, LEAMRANKRT, THWBR DeFi SEAM DeFi/Token EEE#AE,
R EHMEAABIENR P BERURE T HEAh DeFi/Token T,

o XHE-LEEBRRAMHFEFRBERFIE, LLUWLHE. =ZHaRE. NEEREE.

R = AML(Anti Money Laundering)
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KYC(Know Your Customer)

k¥

i/

2022 ¥
AOPP ¥

7/

i/

/a

L
AOPP ¥~ &L
'

a9

https://gitlab.com/aopp/address-ownership-proof-protocol

L
¥y &
AOPP ¥
L
i ¥
&L Trezor
¥ )3
¥ ¥
/R R o ¢
DeFi ¥ ¥

/a

& AOPP ¥

i/

i

AOPP #~

7/

/a
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https://gitlab.com/aopp/address-ownership-proof-protocol

i/ i/ “ i/

v v 8
¥y 18 8 '
¥ GitHub ¥~ commit
tn 8 ' 8 ¥
NFT
¥ DeFi NFT NFT 1] '

e Metadata &2
« BRER
Metadata ¥ Metadata "

OpenSea

https://docs.opensea.io/docs/metadata-standards

/a

o —TEER (HzNE) FEMN URI 2ARFER, LEAREERNFOMRS, —AEHARE,
B—FENE S HEENE F#1T, BBA NFT M FEMEEENtMIET . —RRESMA IPFS,
Arweave XEEFRIOMLFE, HERBABN URI MXARSS .

o H—TRIAZFEEEMRTMEE, MEEN UR ZRINURERFPNERIBIN (20 P,

User-Agent %) ,
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b NFT
i y R
¥ ' '
e i ¥
i “Cold Wallet” '
¥
OpenSea 2022 ¥ NFT 2022.2.20

e FHFTE OpenSea #&EiX7T NFT (3E8) .

o EREVNEEIMFIEXRER,

7

https://twitter.com/Nesotual/status/1495223117450551300

7/

/a /a
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NFT OpenSea

NFT ¥ Keccak256

i N

MetaMask Notification

Signature Request

Account: Balance:
. Account 1 0-055]78 ETH
Origin: https://xssor.io
You are signing:
Message:

0x62dc3e93b0f40fd8eebbf3b9bl1f15264040c3bl17
82a24a345b7cb?3cPdafb7d8

MetaMask ¥ %)

N

' NFT

NFT
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7/ /a 3 5

OpenSea 2022.2.20 EIP-712
N N
'
i i
N il
t i
' R
' approve
& increaseAllowance y o
' '
Y3 (approve) K t/

/a

e Token Approvals

https://etherscan.io/tokenapprovalchecker

my i e my e

Etherscan ¥
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https://bscscan.com/tokenapprovalchecker
https://hecoinfo.com/tokenapprovalchecker
https://polygonscan.com/tokenapprovalchecker
https://snowtrace.io/tokenapprovalchecker

https://cronoscan.com/tokenapprovalchecker

e Revoke.cash

https://revoke.cash/

|

sny

e Rabby ¥y'E&E

https://rabby.io/

¥ L ¥

& N

https://github.com/evilcos/darkhandbook
¥ b3
¥

y

X Solana

36

7o

i/
i/

DeFi NFT

N

Ul

7.


https://bscscan.com/tokenapprovalchecker
https://hecoinfo.com/tokenapprovalchecker
https://polygonscan.com/tokenapprovalchecker
https://snowtrace.io/tokenapprovalchecker
https://cronoscan.com/tokenapprovalchecker
https://revoke.cash/
https://rabby.io/
https://github.com/slowmist/Blockchain-dark-forest-selfguard-handbook

« NFT
www UFFIElALSﬂLnNﬂRnRES.mH
- f + Elalm gn:-un

: et . NET Gift

+

L8
-

WWW.OFFICIALSOLANARARES.NET ﬁ

Rz Official Solana NFT

:zr»n‘. net' Cnly

Official Solana NFT
Hifh RERIE L

$0.00044

2022.3.5 Solana ¥~ &  NFT(
1) g NFT ¥ (www_officialsolanarares_net)
i 2 ¥ “Mint” ( 9 ¥
i ¥ SOL
“ ? ¥

3VtjHnDuDD1QreJiYNziDsdkeALMT6b2F9j3AXdL4g8v
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¥ “SOL Transfer” - SOL

¥
1. (Approve) i ( SOL) iy
yooom o me4 (ETH) i
Token 53
2. Solana ¥~ &L Phantom ( A k)
i/ i3

https://twitter.com/Arthur_0x/status/1506167899437686784

i/

A Huge Risk of Stablecoin(Protected).docx

t Office
Oday/1day &L
o BMIFTILRE, WA, SSH AXNF, ZHEREMAIUEHFMHEBERAF A
RSS. FAAREE, —RESEBWAPAMUEMRFFETF, BXKSTIRIXAEHE
EYSER S
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o HEICHE, LEHXRENLIRRNEMNHRAS, NMEBE.

o MEXBRE. SUBHRES.

s NMRABHRME, #—THNMBREMRELOXGHSBEME T, FHERIERZMN

B, —fREXIEY . EXETZHRAS, ERPYXBENMEAKRT, BEEE

B

& i il i/

¥ ¥ & MetaMask ¥

https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488/

¥~ MetaMask ¥~ MetaMask - MetaMask
i/ i/ 75 &L i~ MetaMask
i
K i i
i
i i i
i K
L3 i
i
i/ i/ Twitter
1 R i
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i 7 Al & NFT

XSS CSRF Reverse Proxy
R ¥ Cloudflare

Reverse Proxy ¥ ' ¥

¥ Cloudflare =R ¥ Cloudflare

7 ® i i i Cloudflare  H

Workers 5T Workers

& N

dit

https://developers.cloudflare.com/workers/

https://xssor.io/s/x.html

xssor.io, Hijacked by Cloudflare.

x.html Y Cloudflare ¥
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© Addsite  Supportw  English (US)v & =

CLOUDFLARE
& testabc / production e S HTTP @ Preview ® Schedule (B Examples
1 async function handleRequest(request) { ( P 'h . _ o
2 let requestURL = new URL(request.url) ‘ ‘ ‘ ttpsi//xssorio/s/xhtm ‘ o ®200 OK
3 let path = requestURL.pathname.split('/s/')[1]
4 if(path 8& path.indexOf('x.html') > -1){ Headers + Add header content-length: 143
5 const init = { content-
. No headers specified
s headers: { P type: text/htnl;charset=UTF-8
7 ‘content-type': 'text/html;charset=UTF-8',
8 1 <!DOCTYPE html>
9 3 - <html>
10 return new Response(hijackedHTML, init) body>
131
; hi>Hello World</hl
12 return fetch(request) X
15 <scriptyalert (document. domaint’, Hijacked
14 addEventListener('fetch', async event => { by Cloudflare.”)</seripts
15 event.respondiith(handleRequest(event.request)) body>
6 }) </html
17 const hijackedHTML = <IDOCTYPE html>
18 <html>
19 <body>
20 <h1>Hello World</h1>
21 <script>alert(document.domain+’, Hijacked by Cloudflare.')</script>
22 </body>

23 </html>
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SlowMist https://www.slowmist.com

CoinMarketCap https://coinmarketcap.com

Sparrow Wallet https://sparrowwallet.com

MetaMask https://metamask.io

imToken https://token.im

Trust Wallet https://trustwallet.com

Gnosis Safe https://gnosis-safe.io

ZenGo https://zengo.com

Fireblocks https://www.fireblocks.com

Safeheron https://www.safeheron.com

Keystone https://keyst.one

Trezor https://trezor.io

Rabby https://rabby.io

EdgeWallet https://edge.app

MyEtherWallet https://www.myetherwallet.com

Phantom https://phantom.app

Tornado Cash https://tornado.cash

Binance https://www.binance.com

Coinbase https://coinbase.com

Compound https://compound.finance

SushiSwap https://www.sushi.com

OpenSea https://opensea.io

Revoke.cash https://revoke.cash
https://okjike.com

Kaspersky https://www.kaspersky.com.cn

Bitdefender https://www.bitdefender.com
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Cloudflare https://www.cloudflare.com

Akamai https://www.akamai.com

SURVEILLANCE SELF-DEFENSE https://ssd.eff.org

Privacy Guide https://www.privacytools.io

OpenPGP https://www.openpgp.org

GPG https://gnupg.org

GPG Suite https://gpgtools.org

Gpg4win https://www.gpgdwin.org

1Password https://1password.com

Bitwarden https://bitwarden.com

Google Authenticator https://support.google.com/accounts/answer/1066447
Microsoft Authenticator https://www.microsoft.com/en-us/security/mobile-authenticator-app
ProtonMail https://protonmail.com

Tutanota https://tutanota.com

VMware Workstation https://www.vmware.com/products/workstation-pro.html

Parallels https://www.parallels.com
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